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Check out this short tutorial | have written foosie of you who need to go to down the
OSI stack to get your DICOM devices talking...

| have made a quick screen cast in flash to helpggt up and going in utilizing Ethreal
in your PACS environment.

Getting down and dirty with DICOM on the wire cam lelpful in spotting problems
between modalities and systems, and also be amataolal plight into DICOM
communications. When you are troubleshooting cotmres nothing beats a raw look at
what is going on in the network, despite what thells and GUIS are telling you.
Tcpdump and Ethereal provide this visibility.

This tutorial will be split into two parts. Onesanple look into the use of tcpdump and
patching tcpdump to become DICOM “aware.” Secontdlige a look at using the
industry standard, Open Source, network analysisHthereal.

Part One: Meet tcpdump and modify it to your needs

In its simplest form, you can simply type tcpdum@&ommand/shell prompt and it’ll
start spewing traffic onto the screen on most LinuBSD based systems. For purposes
of this tutorial, we are going to take a look amgle DICOM transactions on how you
can see what is going on through the use of tcpdBupfirst, lets get tcpdump, and
patch it with David Clunies magic ( http://www.doie.com/dicom-tcpdump/ ) to make it
“dicom aware.”

Below, we are going to:

1. Grab the software

2. Grab David's patch for the software
3. patch the software

4. build and install it



Easy money right? Woot!

On to actually using it...

Now | want to show you some very basic functioyadt tcpdump.

Advice to you is that you get some quick backgroahsniffing on a network before you
get started, but it should go without saying thai wre going to have to be running
tcpdump on a hub that is between the devices ysh i see traffic, or a spanned port on

a switch that broadcasts all traffic to the ponti ywe sniffing on.

As an example, let’'s say we want to sniff the teafiforn Paul Nagy and Michael
Warnock’s example from Tutorial #1.

1. Setup a listener on one host (192.168.23.3):

e+ | C:\windows\System32\cmd.exe - simple_storage.exe -c DICOMSCP -« c:Amesa-net 104  [Hi[=] E3




2. Get tcpdump setup between the hosts:

The following command line will give us all tcp tiia between the host 192.168.23.3
and 10.101.0.3.

3. Send something to it from another host (10.101.0 3):

4. Check out the network dump



The dump on the left is our “patched” version gddamp showing the output. We
captured the entire conversation of the FreeBSbga.0.101.0.3 sending images to the
inferior Micorosoft Windows DICOM listener, 192.1@3.3. In case you were
wondering what you would see without it being patth ran the dump concurrently

with the unpatched version on the right.

As you can see, you have plenty of informatioringlyou about the transfer of the
images to the receiving host. You can clearly spedsponses, AETITLES, ports, SOP
Class information, SCP and SCU roles and even héafdemation.

Thank you David!

Part Two: Using Ethereal to analyze DICOM

Ethereal has become a staple Open Source Netwalygis Tool. Ethereal is used by
network professionals around the world for troubtesting, analysis, software and
protocol development, and education. It runs op@tiular computing platforms,
including Unix, Linux, and Windows.

| am going to quickly show you how to use Etheteabke a peak at your DICOM
transactions, and how to use it guage the perfocmahyour PACS.

Ethereal without a whole lot of customization ca&t tipe information you want, if you
know what you are looking for. Just drop it betweewnices on a tap or hub, span a port
on a switch, get your capture and start the aralyBwever, this is where the dissectors



come in handy. The DICOM dissector for Ethereal watten by Richard Coe to get a
more concise look at the DICOM communication bylgipg filters or colorization to

your captures, rather than sifting through enornmausunts of data to see what you may
need to see. The illustration below shows an examphow to set up colorization in
Ethereal for use in PACS. If you would like a saenpt the xml configuration file to
import into Etheral clickere

Once you have the Display filters all set, you naw quickly get to the “meat and
potatoes” of the DICOM communication and get to kvatr inspecting the data. Simply
applying the display filter on your current captared look for the colorizations. Below
shows a simple capture, with the dissector apphidice that you can quickly see the
complete DICOM store operation in its entirety feview.

Another very useful function of Ethereal is theligépto look at network traffic in time-
sequence fashion and provide information abouspieed and performance of the
network connections in question. Take a look atttiheughput and trace graphs
generated by two transactions. Each transactiorsesisfrom the same SCU, with the
exact same study, but sending to two different S&®ers. A dcm4jboss
(http://dcm4che.sourceforge.net/ ) archive runmng Windows based PC and Osirix(
http://homepage.mac.com/rossetantoine/osirix/Indgr# ) running on a MAC
respectively. Very quickly we can make a deductlat the transaction to the Osirix
SCP maintained a higher throughput for the tramsat¢han the Windows based
dcmd4jboss SCP. Visually we can see subtle “steppmtipe trace graph with dcm4jboss,
whereas we see a gradual and smooth represenvétioa data transmission to the Osirix



box. As a general rule of thumb, “stepping” in gagaphs represent periods of time
where transmission is not occurring and waitinghost response on either side.

To re-iterate these functions again, take a lodkefollowing graph. This was a transfer
of a 100MB CT study, over a wireless connectior tamnelled through ssh. What you
want to pay attention to in the graphs you genesatansfers of large data is that the
frames over time go gradually upward. It would bebpematic if the transfer looked a lot
like stairs with horizontal stalls, this is an iodiion that perhaps the window size is not
large enough, and the window is filling up causiing sender to have to stop and wait
before sending any more. However the case in tlesvograph looks pretty good
(considering the transport!).

Another nice feature is the throughput graph, wisicbws where in your data stream is
transferring the most data. In the throughput ghiaglow, you can see the average
transfer rate was about 5MB/s over the entire Es@sd transfer.
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